/ GRAHAM
&

GSA

GENERAL SERVICES ADMINISTRATION
Federal Acquisition Service
Authorized Federal Supply Schedule FSS Price List

Online access to contract ordering information, terms and conditions, pricing, and the option to
create an electronic delivery order are available through GSA Advantage!®. The website for
GSA Advantage!® is: https:/www.GSAAdvantage.gov.

Multiple Award Schedule

FSC Group: F: INFORMATION TECHNOLOGY
H: PROFESSIONAL SERVICES

Contract number: GS-35F-513BA
Contract period: September 11, 2024 to September 10, 2029

Graham Technologies LL.C
1401 Mercantile LN STE 301
Upper Marlboro, MD 20774-4301
(P) (240) 764-7902
(F) (301) 560-6579

www.graham-tech.net
Contract Administration Source:
William Graham
william.graham(@graham-tech.net

Business size: Small

For more information on ordering, go to the following website: https://www.gsa.gov/schedules

Price list current as of Modification #PS-0037 effective March 18, 2026


https://www.gsaadvantage.gov/
http://www.graham-tech.net/
mailto:william.graham@graham-tech.net
https://www.gsa.gov/schedules

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

GSA GS-35F-513BA

Table of Contents

GRAHAM TECHNOLOGIES, LLC 3
L. PERSONNEL ....oootiiiteete ettt ettt ettt ettt et e eateetaeeateeaeeeteeeteeeaseeaseenseeseeeteeeaseesseenseenseenseeesseeaseenreereenns 3
2. RESPONSIVENESS ... oottt ettt ettt e et ettt e e teeetae e b e eseeeaeeesteeteeeabeeaseeseeseeesseeaseeaneenseenreenes 3
3. EXPERTISE ...ttt et ettt ettt ettt e et e et e e bt e e te e et e eaeeteeeteeetteetteeteereeeteeeaeeeaaeereereenns 4
Authorized Federal Supply Schedule FSS Price List 7
SPECIAL ITEM NUMBER 54151HACS 10
SCOPE ..ottt e e et e et e et e e at et et e e bttt etteete e et e ebeeteeetteetteeteeebeebeeeteeeateeteeeteereenteeeaeeans 10
SPECIFIC INSTRUGTIONS .....oootiiote ettt ettt et ettt ete e et eeaeeeveeeaeeeteeeateeseeseeseeesteesseeaseenseeeseesaseesseeseenseenseeeseenns 10
LABOR CATEGORY PRICING — SIN S415THAGS ..ottt ettt eve v eeaeeenaeeareenneennes 13
LABOR CATEGORY DESCRIPTIONS - SIN S415THAGCS ..ottt e eve e evae e e 14
SPECIAL ITEM NUMBER 54151HEAL 20
SCOPE ..ottt e e ettt e et ettt et et e bt eeteeeateete e et e ebeeteetteetteeteeeteebeeeteeeateetbeebeenreenteeeaeens 20
SPECIFIC INSTRUGTIONS ..ottt ettt et ettt ete e et e eaeeeveeeaeeeteeeateeveeseeseeesseessesseeaseeeseessseesseeaseenseenseeeseenns 20
LABOR CATEGORY PRICING — SIN S415THEAL ....ovoioieeeeeeeeeeee ettt e eve et eaae et 21
LABOR CATEGORY DESCRIPTIONS — SIN S415THEAL ...ttt e 21
SPECIAL ITEM NUMBER 54151S 23
SCOPE ..ottt et ettt ettt e ettt at et e et e bt eeteeaateete e et e ebeeteetteetbeetteebeereeeteeeateetbeeteereenteeeaeens 23
SPECIAL INSTRIUCTIONS ...ttt et ettt e e et e v e teeeae e et e eateeveeseeseeetteesseeaseeseeseeeaseesseenseenseenseeeseens 23
LABOR CATEGORY PRICING — SIN S4151S ..ottt ettt eve et eete et eaeeveeeaaeeveeenaeeaveenneennes 23
LABOR CATEGORY DESCRIPTIONS — SIN SAL51S ..ottt ettt ettt ettt eveeeveeeveeenaeeaveenneennes 24
SPECIAL ITEM NUMBER 518210C 29
SCOPE ..ottt et ettt ettt e ettt at et e et e bt eeteeaateete e et e ebeeteetteetbeetteebeereeeteeeateetbeeteereenteeeaeens 29
SPECIAL INSTRIUCTIONS ... .ottt ettt et et e veeeveeeve e teeeateeveeseeeseeetteeseeeaseeaseeseeesseesseeaseenseenseenseens 29
LABOR CATEGORY PRICING — SIN S518210C ....ooooteiitiieeeeteeeeeeeee ettt ettt eeveeete e et eaaeeveeeveeeseeesaeeareenneennes 32
LABOR CATEGORY DESCRIPTION — SIN S18210C ....ocuviotiitieetieeie ettt ettt ettt eaaeeveeeveesveeeneeeaveenneennes 33
SPECIAL ITEM NUMBER 541611 36
SCOPE ..o et ettt e e ettt e e at e et e e et e e bt eeteeeateete e et e ebeeteeetteetteeteeebeeteeeteeeateetbeeteenreenteeeaeens 36
SPECIAL INSTRIUCTIONS ...ttt et ettt ettt e v e eteeeae e et e eateeveeveeseeetteeseesaseeaseeeseeeaseesseenseenseenseeeseens 36
LABOR CATEGORY PRICING — SIN 5416011 ...oooieeetieeeeeee ettt ettt et et e e eaaeeveeeveeeveeesaeeaveenneennes 37
LABOR CATEGORY DESCRIPTIONS — SIN 5416011 ....oioiieiieeieeee ettt ettt eveeeve et eaveenne e 38
SPECIAL ITEM NUMBER 541715 44
SCOPE ..o ettt et e ettt e te e at et e et e e bttt eateete e et e ebeeteetteatteeteeebeeaeeeteeeateetbeebeenreenteeereens 44
SPECIAL INSTRIUCTIONS ..ottt ettt ettt ete e et veeeveeeae e et e eateeveeaeeeseeeteeeseeeaseenseeseeeaseesseenseenseenseenseens 44
LABOR CATEGORY PRICING — SIN 541715 ..ottt ettt ettt eeve et et e eaaeeveeeaeeeveeenseeaveenneennes 45
LABOR CATEGORY DESCRIPTIONS — SIN 541715 ..ottt ettt ettt eveeevaeeae e enaeeave e ennes 45
SPECIAL ITEM NUMBER 541330ENG 46
SCOPE ...ttt ettt ettt e et ettt et e et e bttt e eateete e et e ebeeteeetteatteeaeeebeereeeteeeateetbeebeereenteeeaeens 46
SPECIAL INSTRIUCTIONS ...ttt ettt ettt ettt e v eeteeeae et e eaaeeveeteeeseeetteeseeeaseeseeseessseesseeaseenseenteenseens 46
LABOR CATEGORY PRICING — SIN 541330ENG ......c..cooieiiiitieetieeieeeee ettt eee e e eeveeeteeetaeeaeeveeeveesseeeseeeaveenneennes 46
LABOR CATEGORY DESCRIPTIONS — SIN 541330ENG......cciioiieieireeeteeereeeee et et eeteeeee v eveeeveesveeeneeeneenveennes 47

/ GRAHAM reeet
¢,



GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

GSA GS-35F-513BA

GRAHAM TECHNOLOGIES, LLC

Founded in 2007, Graham Technologies LLC is a dynamic, specialized provider of cyber and advanced
software engineering solutions, delivering exceptional technical expertise to federal government agencies.
As a small business, we bring innovative approaches to software development, systems integration, and
cybersecurity challenges. Our comprehensive software engineering practice encompasses the full
software development lifecycle, from initial requirements analysis through development, testing,
deployment, and ongoing maintenance. We excel in implementing cutting-edge methodologies and
technologies to create robust, secure, and scalable software solutions that enable our government clients
to achieve their mission objectives efficiently and effectively.

With a proven track record of successful implementations across defense, intelligence, and civilian
agencies, Graham Technologies has established itself as a trusted partner for complex software
engineering initiatives. Our technical team possesses deep expertise in system modernization, cloud
computing, cybersecurity, and data analytics, allowing us to address the most challenging requirements
while maintaining the highest standards of quality and security compliance.

Graham Technologies primary market is in the Washington, D.C Metropolitan Area. In its primary
market the company provides its services to a wide variety of clients on an as needed and contractual
basis. Graham Technologies has experience supporting privately held organizations, public-sector
entities, government agencies and the intelligence community. Graham views the GSA Schedule as
having three equally important challenges. These challenges are:

e Personnel
e Responsiveness
e Expertise

We are not only capable of handling these challenges, but of handling them in a quick, responsive, and
proactive manner.

1. PERSONNEL

With over 75 full-time employees, Graham possesses the technical capability and expertise to improve the
performance while reducing the cost of customers’ IT systems and services. Graham is committed to
excellence, with total customer satisfaction being the primary motivator for day-to-day operations.
Graham focuses on the engineering, technical, and management services required to design, develop,
operate and support Information Technology systems over their entire lifecycle.

We have designed a competitive Total Compensation Package (TCP), designed to appeal to all personnel -
junior and senior employees alike. Our turnover rate is less than 5%.

2. RESPONSIVENESS

Graham has a simplified management system that allows and facilitates direct communication with the
Graham Program Manager (PM). Graham realizes that conditions can and do change. In these situations,
quick thinking and the ability to act are paramount to keeping projects on-track and successfully guiding
projects to meet the new requirements and objectives. Our PM will rapidly respond to contract issues by
interacting with the customers to understand the issues and then applying all contract personnel and
corporate resources to resolve the issues. Graham will convene a team of its knowledgeable employees to
assess the availability of needed talents. Graham will present the COTR with its approach to resolve the
problem and recommendations for proposed resolution. This autonomy means that situations can be
quickly and easily addressed.
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Grahams’ goal is to become a partner with our clients to meet the ever changing and challenging
information technology needs of the federal government. With our experience, we are exceptionally
qualified to provide the partnership needed to make programs successful. Graham has several
qualifications that make us ideal for this partnership:

e  Quality deliverables

e (Cost effective support services

e Management expertise

e Understanding the scientific research support services and information technology
e Proven effective management approach

Our mission statement best describes our approach and objectives. Our mission is to be an integral part of
customers’ success by providing outstanding technical knowledge, experience, motivation, and
commitment through skilled staff and collaborative approach. We are committed and involved to make
our customers successful.

3. EXPERTISE

Personnel and responsiveness mean nothing unless combined with specific expertise. In addition to being
responsive and available, our staff possesses a combination of technical and scientific expertise. Graham
has extensive experience providing personnel in varied CONUS locations.

a. Graham Has the Expertise from Both The Technical Side And The Management Side

When selecting Graham, you are not only getting a competent technical and management staff;
you are getting a corporate philosophy of “responsiveness to the customer.” This responsiveness
will be demonstrated in many ways including quick reaction to requirements, access to personnel,
cost consciousness, and the desire to “pitch-in”” and do whatever it takes to “get the job done.”

b. Graham Credentials

Graham has extensive credentials in project and enterprise-level services including, information
assurance and security, architecture management, process engineering and improvement, software
development, systems engineering, help desk operations, and all aspects of network management,
operations, and maintenance. Graham develops and maintains enterprise wide networks and
desktop environment solutions driven by clients’ needs.

Graham is the right company, with the right personnel and expertise to assist GSA in meeting
their mission goals.
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Graham Technologies, LL.C

Capabilities Statement

Graham Technologies, LLC William Graham, President

1401 Mercantile Lane, STE 301 Email: william.graham@graham-tech.net
Upper Marlboro, MD 20774 Phone: 240-764-7902

Website: www.graham-tech.net Fax: 301-560-6579

Business Info

SAM UEI: MSJSNJQDMWBI Business Size: Small
SAM Expiration Date: October 14, 2026

CAGE: 52UTO | Clearance Level: | Top Secret
Certs & Reps: e [SO 9001, 20000, 27001

e CMMi Level 3 Development
e CMMi Level 3 Services
Awarded Special Item e 518210C - Cloud Computing and Cloud Related IT Professional
Numbers (SINs): Services
e 541330ENG — Engineering Services
e 54151HACS - Highly Adaptive Cybersecurity Services (HACS)
e 54151HEAL - Health Information Technology Services
e 541518 - Information Technology Professional Services
e 541611 - Management and Financial Consulting, Acquisition and
Grants Management Support, and Business Program and Project
Management Services
e 541715 - Engineering Research and Development and Strategic
Planning
e OLM - Engineering Research and Development and Strategic
Planning
NAICS Codes: e 332993 - Ammunition (except Small Arms) Manufacturing
e 334210 - Telephone Apparatus Manufacturing
e 334310 - Audio and Video Equipment Manufacturing
e 518210 - Computing Infrastructure Providers, Data
Processing, Web Hosting, and Related Services
e 519290 - Web Search Portals and All Other Information
Services
e 541211 - Offices of Certified Public Accountants
e 541330 - Engineering Services
e 541330 - Military and Aerospace Equipment and Military
Weapons
e 541330 - Contracts and Subcontracts for Engineering
Services Awarded Under the National Energy Policy Act of
1992
e 541330 - Marine Engineering and Naval Architecture
e 541430 - Graphic Design Services

/ Page 5
7GRAHAM




GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

GS-35F-513BA

541490 - Other Specialized Design Services

541511 - Custom Computer Programming Services

541512 - Computer Systems Design Services

541513 - Computer Facilities Management Services
541519 - Other Computer Related Services

541519 - Information Technology Value Added Resellers
541611- Administrative Management and General
Management Consulting Services

541614 - Process, Physical Distribution, and Logistics
Consulting Services

541618 - Other Management Consulting Services

541690 Other Scientific and Technical Consulting Services
541715 Research and Development in the Physical,
Engineering, and Life Sciences (except Nanotechnology and
Biotechnology)

541715 Aircraft, Aircraft Engine and Engine Parts

541715 Other Aircraft Parts and Auxiliary Equipments
541715 Guided Missiles and Space Vehicles, Their
Propulsion Units and Propulsion Parts

541990 All Other Professional, Scientific, and Technical
Services

561210 Facilities Support Services

561612 Security Guards and Patrol Services

561621 Security Systems Services (except Locksmiths)
561990 All Other Support Services

611420 Computer Training

611430 Professional and Management Development Training

Customers:

e Federal Bureau of Investigation | e Defense Healthcare Agency
(FBI) (DHA)
e Department of Defense (DoD) e Department of Energy (DOE)
e Federal Aviation Administration | ¢ National Oceanic and
(FAA) Atmospheric Administration
e Health & Human Services e Department of Homeland
(HHS) Security (DHS)

Graham Core Competencies

Software Development

Database Development & Management

Information Assurance

Cyber Security

Program Management

Systems Design

Network Engineering & Network Support

Mobile Application Development
Key Contacts

William Graham, President

william.graham@graham-tech.net

LaToya Graham, Vice President

lgraham(@graham-tech.net

4
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AUTHORIZED FEDERAL SUPPLY SCHEDULE FSS PRICE LIST

la. Identification of the lowest priced model number and lowest unit price for that model for each
special item number awarded in the contract. This price is the Government price based on a unit
of one, exclusive of any quantity/dollar volume, prompt payment, or any other concession
affecting price. Those contracts that have unit prices based on the geographic location of the
customer, should show the range of the lowest price, and cite the areas to which the prices apply.

1b. If the Contractor is proposing hourly rates, a description of all corresponding commercial job
titles, experience, functional responsibility and education for those types of employees or
subcontractors who will perform services shall be provided. If hourly rates are not applicable,
indicate “Not applicable” for this item.

2. MAXIMUM ORDER*

SINs ‘ Maximum Order ‘
54151HACS | $500,000
54151HEAL | $500,000

541518 $500,000

518210C $500,000

541611 $1,000,000

541715 $1,000,000
541330ENG | $1,000,000

OLM $250,000

* If the “best value” selection places your order over this Maximum Order identified in this
catalog/pricelist, you have an opportunity to obtain a better schedule contract price. Before
placing your order, contact the aforementioned contractor for a better price. The contractor may
(1) offer a new price for this requirement; (2) offer the lowest price available under this contract;
or (3) decline the order. A delivery order that exceeds the maximum order may be placed under
the Schedule contract in accordance with Federal Acquisition Regulation (FAR) 8.404.

3. MINIMUM ORDER: $100
4. GEOGRAPHIC SCOPE OF CONTRACT:

Domestic delivery is delivery within the 48 contiguous states, Alaska, Hawaii, Puerto Rico,
Washington, DC, and U.S. Territories. Domestic delivery also includes a port or consolidation
point, within the aforementioned areas, for orders received from overseas activities.

Overseas delivery is delivery to points outside of the 48 contiguous states, Washington, DC,
Alaska, Hawaii, Puerto Rico, and U.S. Territories.

[X] The Geographic Scope of Contract will be domestic and overseas delivery.
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POINT OF PRODUCTION: 1401 Mercantile Lane, STE 301, Upper Marlboro, MD 20774

DISCOUNT FROM LIST PRICES OR STATEMENT OF NET PRICE. Government Net Prices
(discounts already deducted.)

QUANTITY DISCOUNTS: SINs 541611 and 541715
2.0% on a single task order exceeding $500,000
3.0% on a single task order exceeding $750,000

PROMPT PAYMENT TERMS: Net 30 days. Information for Ordering Offices: Prompt payment
terms cannot be negotiated out of the contractual agreement in exchange for other concessions

FOREIGN ITEMS: Not Applicable
DELIVERY
TIME OF DELIVERY: To Be Determined at the Task Order level

b. EXPEDITED DELIVERY. Items available for expedited delivery are noted in this price
list. To Be Determined at the Task Order level

c. OVERNIGHT AND 2-DAY DELIVERY. To Be Determined at the Task Order level
d. URGENT REQUIREMENTS. Contact Contractor
FOB POINT: Destination
ORDERING
a. ORDERING ADDRESS: 1401 Mercantile Lane, STE 301, Upper Marlboro, MD 20774
b. ORDERING PROCEDURES: See FAR 8.405-3.
PAYMENT ADDRESS: 1401 Mercantile Lane, STE 301, Upper Marlboro, MD 20774
WARRANTY PROVISION. Standard Commercial Warranty Terms & Conditions
EXPORT PACKING CHARGES (IF APPLICABLE). Not Applicable

TERMS AND CONDITIONS OF RENTAL, MAINTENANCE, AND REPAIR (IF
APPLICABLE). Not Applicable

TERMS AND CONDITIONS OF INSTALLATION (IF APPLICABLE). Not Applicable
REPAIR

a. TERMS AND CONDITIONS OF REPAIR PARTS INDICATING DATE OF PARTS
PRICE LISTS AND ANY DISCOUNTS FROM LIST PRICES (IF APPLICABLE). Not
Applicable

b. TERMS AND CONDITIONS FOR ANY OTHER SERVICES (IF APPLICABLE). Not
Applicable

LIST OF SERVICE AND DISTRIBUTION POINTS (IF APPLICABLE). Not Applicable
LIST OF PARTICIPATING DEALERS (IF APPLICABLE). Not Applicable
PREVENTIVE MAINTENANCE (IF APPLICABLE). Not Applicable

SPECIAL ATTRIBUTES
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a. ENVIRONMENTAL ATTRIBUTES (E.G., RECYCLED CONTENT, ENERGY
EFFICIENCY, AND/OR REDUCED POLLUTANTS). Not Applicable

b. Ifapplicable, indicate that Section 508 compliance information is available for the
information and communications technology (ICT) products and services and show
where full details can be found (e.g. contractor’s website or other location.) ICT
accessibility standards can be found at: https://www.Section508.gov/. As Applicable

/ Page 9
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TERMS AND CONDITIONS APPLICABLE TO HIGHLY ADAPTIVE
CYBERSECURITY SERVICES (HACS)

SPECIAL ITEM NUMBER 54151HACS

Formally 132-45
SCOPE

Includes a wide range of fields such as, the seven-step Risk Management Framework services,
information assurance, virus detection, zero trust architecture, network management, situational
awareness and incident response, secure web hosting, backups, security services and Security Operations
Center (SOC) services. HACS vendors are cataloged under the 6 subgroups of High Value Asset
Assessments; Risk and Vulnerability Assessments, Cyber Hunt, Incident Response, Penetration Testing,
and Incident Handling and Event Management (IHEM).

Includes proactive and reactive cybersecurity services that improve customer enterprise-level security
posture. Services to identify and protect a customer's information resources, detect and respond to
cybersecurity events or incidents, and recover capabilities or services impaired by any incidents that
emerge.

It encompasses a wide range of fields that include, but are not limited to, Risk Management Framework
(RMF) services, information assurance (IA), virus detection, network management, situational awareness
and incident response, secure web hosting, and backup and security services.

The seven-step RMF includes preparation, information security categorization; control selection,
implementation, and assessment; system and common control authorizations; and continuous monitoring.
RMF activities may also include Information Security Continuous Monitoring Assessment (ISCMA),
which evaluate organization-wide ISCM implementations, and also Federal Incident Response
Evaluations (FIREs), which assess an organization's incident management functions.

It also includes Security Operations Center (SOC) services. The SOC scope includes services such as:
24x7x365 monitoring and analysis, traffic analysis, incident response and coordination, penetration
testing, anti-virus management, intrusion detection and prevention, and information sharing.

Cooperative Purchasing: Yes

Set Aside: No

FSC/PSC Code: DJO1
SPECIFIC INSTRUCTIONS

1. Offerors may request to be placed in the following subgroups.

i.  High Value Asset (HVA) Assessments include Risk and Vulnerability Assessment
(RVA) which assesses threats and vulnerabilities, determines deviations from acceptable
configurations, enterprise or local policy, assesses the level of risk, and develops and/or
recommends appropriate mitigation countermeasures in operational and non-operational
situations. The services offered in the RVA sub-category include Network Mapping,
Vulnerability Scanning, Phishing Assessment, Wireless Assessment, Web Application
Assessment, Operating System Security Assessment (OSSA), Database Assessment, and
Penetration Testing. Security Architecture Review (SAR) evaluates a subset of the
agency’s HVA security posture to determine whether the agency has properly architected
its cybersecurity solutions and ensures that agency leadership fully understands the risks

Page 10
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inherent in the implemented cybersecurity solution. The SAR process utilizes in-person
interviews, documentation reviews, and leading practice evaluations of the HVA
environment and supporting systems. SAR provides a holistic analysis of how a HVA’s
individual security components integrate and operate, including how data is protected
during operations. The SAR uses the RMF when designing and implementing the seven
tenets of zero trust architecture by describing how the steps in the RMF map to similar
steps described in NIST Special Publication (SP) 800-207, Zero Trust Architecture.
Systems Security Engineering (SSE) identifies security vulnerabilities and minimizes or
contains risks associated with these vulnerabilities spanning the Systems Development
Life Cycle. SSE focuses on, but is not limited to the following security areas: perimeter
security, network security, endpoint security, application security, physical security, and
data security.

ii.  Risk and Vulnerability Assessment (RVA) assesses threats and vulnerabilities,
determines deviations from acceptable configurations, enterprise or local policy, assesses
the level of risk, and develops and/or recommends appropriate mitigation
countermeasures in operational and non-operational situations. The services offered in
the RVA sub-category include Network Mapping, Vulnerability Scanning, Phishing
Assessment, Wireless Assessment, Web Application Assessment, Operating System
Security Assessment (OSSA), Database Assessment, and Penetration Testing.

iii.  Penetration Testing is security testing in which assessors mimic real-world attacks to
identify methods for circumventing the security features of an application, system, or
network.

iv.  Incident Response services help organizations impacted by a cybersecurity compromise
determine the extent of the incident, remove the adversary from their systems, and restore
their networks to a more secure state.

v.  Cyber Hunt activities respond to crises or urgent situations within the pertinent domain to
mitigate immediate and potential threats. Cyber Hunts start with the premise that threat
actors known to target some organizations in a specific industry or with specific systems
are likely to also target other organizations in the same industry or with the same systems.

vi.  Incident Handling and Event Management (IHEM) ensures that appropriate response
activities are conducted when incidents and events are detected. These activities are
meant to prevent or reduce impact to enterprise operations and/or security in accordance
with multiple industry sources, including National Institute of Standards and Technology
(NIST). Functionality includes monitoring organizational assets for deviations from
expected activity; detecting and declaring incidents and events; performing analysis,
triage, and containment when necessary; and performing remediation and recovery steps.

2. Vendor suitability for offering services through the Highly Adaptive Cybersecurity Services
(HACS) SINs must be in accordance with the following laws and standards when applicable to
the specific task orders, including but not limited to:

i.  FAR 2.240-93 (Nov 2025) (DEVIATION)

ii. ~ OMB Memorandum M-17-12 - Preparing for and Responding to a Breach of Personally
Identifiable Information (PII)

iii. ~ OMB Memorandum M- 19-03 - Strengthening the Cybersecurity of Federal Agencies by
enhancing the High Value Asset Program

iv. 2017 Report to the President on Federal IT Modernization

v.  The Cybersecurity National Action Plan (CNAP)

vi.  NIST SP 800-14 - Generally Accepted Principles and Practices for Securing Information
Technology Systems

vii.  NIST SP 800-27A - Engineering Principles for Information Technology Security (A
Baseline for Achieving Security)

Page 11
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viii.
iX.

X1.

X1l.
X1il.
X1V.

XV.
XVI.

XVIl.
XVIil.
XiX.

XX.

XXI.
XXI11.
XXI1il.

XX1V.

XXV.
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NIST SP 800-30 - Guide for Conducting Risk Assessments

NIST SP 800-35 - Guide to Information Technology Security Services

NIST SP 800-37 - Risk Management Framework for Information Systems and
Organizations: A Systems Life Cycle Approach for Security and Privacy

NIST SP 800-39 - Managing Information Security Risk: Organization, Mission, and
Information System View

NIST SP 800-44 - Guidelines on Securing Public Web Servers

NIST SP 800-48 - Guide to Securing Legacy IEEE 802.11 Wireless Networks

NIST SP 800-53 — Security and Privacy Controls for Federal Information Systems and
Organizations

NIST SP 800-61 - Computer Security Incident Handling Guide

NIST SP 800-64 - Security Considerations in the System Development Life Cycle
NIST SP 800-82 - Guide to Industrial Control Systems (ICS) Security

NIST SP 800-86 - Guide to Integrating Forensic Techniques into Incident Response
NIST SP 800-115 - Technical Guide to Information Security Testing and Assessment
NIST SP 800-128 - Guide for Security-Focused Configuration Management of
Information Systems

NIST SP 800-137 - Information Security Continuous Monitoring (ISCM) for Federal
Information Systems and Organizations

NIST SP 800-153 - Guidelines for Securing Wireless Local Area Networks (WLANS)
NIST SP 800-160 - Systems Security Engineering: Considerations for a Multidisciplinary
Approach in the Engineering of Trustworthy Secure System

NIST SP 800-171 - Protecting Controlled Unclassified Information in non-federal
Information Systems and Organizations

NIST SP 800-207 - Zero Trust Architecture

NOTE: All professional labor categories under SIN 54151S Information Technology Professional
Services may remain there, unless the labor categories are specific to SIN 54151HACS.

NATIONAL INITIATVE FOR CYBERSECURITY CAREERS AND STUDIES (NICCS)
WORKFORCE FRAMEWORK FOR CYBERSECURITY (NICE FRAMEWORK)

HACS SIN Labor Categories should be in alignment with the National Initiative for Cybersecurity
Careers and Studies (NICCS) Workforce Framework for Cybersecurity (NICE Framework). The NICE

Framework is a nationally focused resource to help employers develop their cybersecurity workforce. It
establishes a common lexicon that describes cybersecurity work and workers regardless of where or for
whom the work is performed. The NICE Framework applies across public, private, and academic sectors.
When writing labor category descriptions, it is, recommended to review the NICE Framework so labor
category descriptions speak the cybersecurity. To find the most up-to-date NICE Framework
Components, visit the NICE Framework Resource Center website.

<’ GRAHAM
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LABOR CATEGORY PRICING - SIN 54151HACS
09/11/24—- 09/11/25- 09/11/26 — 09/11/27 - 09/11/28 —

09/11/25 09/11-26  09/11/27  09/11/28 09/11/29

108 Program Manager $208.99 $213.17 $217.43 $221.78 $226.22
109 Cyber Security Engineer 1 $171.48 $174.90 $178.40 $181.96 $185.60
110 Cyber Security Engineer 2 $144.68 $147.57 $150.52 $153.53 $156.60
111 Cyber Security Engineer 3 $123.24 $125.71 $128.23 $130.80 $133.42
112 Cyber Security Engineer 4 $91.35 $93.17 $95.03 $96.94 $98.87

113 | Penetration Tester/Cyber Hunter 1 | $129.66 $132.25 $134.90 $137.60 $140.35

114 | Penetration Tester/Cyber Hunter 2 | $112.52 $114.77 $117.07 $119.41 $121.79

115 | Penetration Tester/Cyber Hunter 3 | $101.67 $103.71 $105.78 $107.90 $110.06

116 | Penetration Tester/Cyber Hunter 4 $80.37 $81.98 $83.63 $85.30 $87.00
117 Cyber SME 1 $208.99 $213.17 $217.43 $221.78 $226.22
118 Cyber SME 2 $187.55 $191.29 $195.12 $199.02 $203.00
119 Cyber SME 3 $161.82 $165.06 $168.36 $171.73 $175.16
120 Cyber SME 4 $144.68 $147.57 $150.52 $153.53 $156.60
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GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

GSA

LABOR CATEGORY DESCRIPTIONS - SIN 54151HACS

GS-35F-513BA

Description

Minimum

Minimum

Program
Manager

Coordinates and monitors the scheduling, pricing,
and technical performance of company programs.
Negotiates and prepares contracts by considering the
financial conditions, resources, and contractual
requirements. Ensures adherence to master plans and
schedules, develops solutions to program problems,
and directs work of incumbents assigned to program
from various departments. Ensures projects are
completed on time and within budget. Acts as
advisor to program team regarding projects, tasks,
and operations. Typically reports to a department
head. Has a wide and comprehensive understanding
of both general and specific aspects of the job. Is
capable of working on complex problems and
exceptions without direct supervision.

Education

Bachelors

Experience

10

Cyber Security
Engineer 1

The Cyber Security Engineer 1 may identify or
resolve highly complex issues to prevent
cyberattacks on information systems or keep
computer information systems secure from
interruption of service, intellectual property theft,
network viruses, data mining, financial theft, or theft
of sensitive customer data, allowing business to
continue as normal. The Cyber Security Engineer
designs, installs, and manages security mechanisms
that protect networks and information systems
against hackers, breaches, viruses, and spyware. This
individual responds to incidents, investigates
violations, and recommends enhancements to plug
potential security gaps. Level 1 is competent in
subject matter and concepts and may lead
individuals assisting in the work.

Masters

10

4

GRAHAM
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GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

GSA

GS-35F-513BA

Description

Minimum
Education

Minimum
Experience

Cyber Security
Engineer 2

The Cyber Security Engineer 2 may identify or
resolve highly complex issues to prevent
cyberattacks on information systems or keep
computer information systems secure from
interruption of service, intellectual property theft,
network viruses, data mining, financial theft, or theft
of sensitive customer data, allowing business to
continue as normal. The Cyber Security Engineer
designs, installs, and manages security mechanisms
that protect networks and information systems
against hackers, breaches, viruses, and spyware. This
individual responds to incidents, investigates
violations, and recommends enhancements to plug
potential security gaps. Level 2 performs more
varied and difficult tasks compared to Level 3, yet
has less autonomy than Level 1

Bachelors

Cyber Security
Engineer 3

The Cyber Security Engineer 3 may identify or
resolve highly complex issues to prevent
cyberattacks on information systems or keep
computer information systems secure from
interruption of service, intellectual property theft,
network viruses, data mining, financial theft, or theft
of sensitive customer data, allowing business to
continue as normal. The Cyber Security Engineer
designs, installs, and manages security mechanisms
that protect networks and information systems
against hackers, breaches, viruses, and spyware. This
individual responds to incidents, investigates
violations, and recommends enhancements to plug
potential security gaps. Level 3 performs more
varied and difficult tasks compared to Level 4, yet
has less autonomy than Level 2

Bachelors

Cyber Security
Engineer 4

The Cyber Security Engineer 4 may identify or
resolve highly complex issues to prevent
cyberattacks on information systems or keep
computer information systems secure from
interruption of service, intellectual property theft,
network viruses, data mining, financial theft, or theft
of sensitive customer data, allowing business to
continue as normal. The Cyber Security Engineer
designs, installs, and manages security mechanisms
that protect networks and information systems
against hackers, breaches, viruses, and spyware. This
individual responds to incidents, investigates
violations, and recommends enhancements to plug
potential security gaps. Level 4 performs more
routine aspects of the position and is supervised by
higher levels.

Bachelors

4

’GR;\HAM
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GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

GSA GS-35F-513BA

P\

Minimum Minimum
Education Experience

Description

May respond to crisis or urgent situations to mitigate
immediate and potential threats. Approaches may
include the use information and threat intelligence
specifically focused on a proximate incident to
identify undiscovered attacks. Investigates and
analyzes all relevant response activities. Identifies
and assesses the capabilities and activities of cyber
criminals or foreign intelligence entities; design and
administer procedures in the organization that
sustains the security of the organization’s data and
access to its technology and communications
Penetration systems. Duties may include: 1. Lead Cyber Hunt
Tester/Cyber | team, provides oversight and be responsible for Bachelors 8
Hunter 1 event investigation and tracking activities; 2.
Identifies, deters, monitors, and investigates
computer and network intrusions; 3. Provide
computer forensic support to high technology
investigations in the form of evidence seizure,
computer forensic analysis, and data recovery; 4.
Monitor and assess complex security devices for
patterns and anomalies from raw events (DNS,
DHCP, AD, SE logs), tag events for Tier 1 & 2
monitoring; and 5. Conduct malware analysis in
out-of-band environment (static and dynamic),
including complex malware
May respond to crisis or urgent situations to mitigate
immediate and potential threats. Approaches may
include the use information and threat intelligence
specifically focused on a proximate incident to
identify undiscovered attacks. Investigates and
analyzes all relevant response activities. Identifies
and assesses the capabilities and activities of cyber
criminals or foreign intelligence entities; design and
administer procedures in the organization that
sustains the security of the organization’s data and

Penetration access to its technology and communications
Tester/Cyber . &y . Bachelors 6
Hunter 2 systems. Duties may include: 1. Identifies, deters,

monitors, and investigates computer and network
intrusions; 2. Provide computer forensic support to
high technology investigations in the form of
evidence seizure, computer forensic analysis, and
data recovery; 3. Monitor and assess complex
security devices for patterns and anomalies from raw
events (DNS, DHCP, AD, SE logs), tag events for
Tier 1 & 2 monitoring; and 4. Conduct malware
analysis in out-of-band environment (static and
dynamic), including complex malware

/‘ GRAHAM e
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GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

GSA GS-35F-513BA

P\

Minimum Minimum
Education Experience

Description

May respond to crisis or urgent situations to mitigate
immediate and potential threats. Approaches may
include the use information and threat intelligence
specifically focused on a proximate incident to
identify undiscovered attacks. Investigates and
analyzes all relevant response activities. Identifies
and assesses the capabilities and activities of cyber
criminals or foreign intelligence entities; design and
administer procedures in the organization that
sustains the security of the organization’s data and
access to its technology and communications
systems. Duties may include: 1. Uses current
hashing algorithms to validate forensic images;
diagrams networks and images servers to support
Penetration digital forensics operations; 2. Utilizes a variety of
Tester/Cyber | industry standard tools and techniques to collect a Bachelors 4
Hunter 3 system’s current state data and catalog, document,
extract, collect, and preserve information; 3. Uses
dynamic analysis to identify network intrusions and
network monitoring tools to capture real-time traffic
spawned by any running malicious code; identifies
internet activity that is triggered by malware;
identifies network/host-based characteristics and
assists in drafting recommendations to detect and
prevent malware infections in the future; 4. Monitor
and assess complex security devices for patterns and
anomalies (IDS, DLP), tag events for Tier 1
monitoring; and 5. Pinpoints location of
compromised systems and devices. Correlates events
from the various components in the IT security
infrastructure and identifies attacks and breaches

/ Page 17
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GSA

GS-35F-513BA

Description

Minimum
Education

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

Minimum
Experience

Penetration
Tester/Cyber
Hunter 4

May respond to crisis or urgent situations to mitigate
immediate and potential threats. Approaches may
include the use information and threat intelligence
specifically focused on a proximate incident to
identify undiscovered attacks. Investigates and
analyzes all relevant response activities. May
identify and assesses the capabilities and activities of
cyber criminals or foreign intelligence entities;
design and administer procedures in the organization
that sustains the security of the organization’s data
and access to its technology and communications
systems. Duties may include: 1. Utilize various
government and commercial resources to research
known malware, attacks, define its characteristics,
and report findings and mitigation recommendations
to appropriate personnel; 2. Uses prescribed
methods and materials to review and analyze events
indicative of incidents; 3. Attempts to detect the full
spectrum of known cyber-attacks (e.g., DDoS,
malware, phishing, others); and 4. Pinpoints
location of compromised systems and devices.
Correlates events from the various components in
the IT security infrastructure and identifies attacks
and breaches

Bachelors

Cyber SME 1

Recognized as an authority in a given domain of
Cyber security, or proficient in highly demanded
emergent cyber tools or processes required under
special circumstances. Duties may include: 1.
Apply subject matter authority to a specific incident,
security application or enterprise environment to
improve security posture or resolve organizational
issues; 2. Generate issue papers and reporting; and
3. Advise senior leadership on security issues

Masters

15

Cyber SME 2

Recognized as an authority in a given domain of
Cyber security, or proficient in highly demanded
emergent cyber tools or processes required under
special circumstances. Duties may include: 1.
Apply subject matter authority to a specific incident,
security application or enterprise environment to
improve security posture or resolve organizational
issues; 2. Generate issue papers and reporting.

Masters

10

4

’GRAHAM
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GSA

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

GS-35F-513BA

Description

Minimum
Education

Minimum

Cyber SME 3

Recognized as an authority in a given domain of
Cyber security, or proficient in highly demanded
emergent cyber tools or processes required under
special circumstances. Duties may include: 1.
Apply subject matter authority to a specific incident,
security application or enterprise environment to
improve security posture or resolve organizational
issues; 2. Generate issue papers and reporting.

Bachelors

Experience

Cyber SME 4

Recognized as an authority in a given domain of
Cyber security, or proficient in highly demanded
emergent cyber tools or processes required under
special circumstances. Duties may include: Apply
subject matter authority to a specific incident,
security application or enterprise environment to
improve security posture or resolve organizational
issues

Bachelors

4

GRAHAM
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GRAHAM TECHNOLOGIES, LLC

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

TERMS AND CONDITIONS APPLICABLE TO
HEALTH INFORMATION TECHNOLOGY (IT) SERVICES
SPECIAL ITEM NUMBER 54151HEAL

Formally SIN 132-56
SCOPE

Includes a wide range of Health IT services to include connected health, electronic health records, health
information exchanges, health analytics, personal health information management, innovative Health IT
solutions, health informatics, emerging Health IT research, Health Sciences Informatic and
Computational Services, Health Communication Support Services and Enhancements to Facilitate
Integration and Data Exchange at the Federal, State, and Local Level (when directly applicable to human
health outcomes), Integration of Health Systems Across Federal Agencies and Public and Private
Healthcare Systems, Modernization and Enhancement of Existing Health IT Legacy Systems, Automation
of Clinical Processes (if intimate knowledge of the health processes is required), Biomedical Information
Services Biomedical Modeling, Visualization, and Simulation, Biosurveillance and Disease Management
Support (when humans are direct subjects, does not apply to biosurveillance of plants or animals),
Scientific Computing Services (only when directly applicable to human health outcomes), Telemedicine
(e.g., mobile health/mHealth), Healthcare Systems Studies (IT based directly applicable to human health
outcomes), Standards Development for Health IT Services, and other Health IT services.

Cooperative Purchasing: Yes
Set Aside: No

FSC/PSC Code: DAO1
Maximum Order: $500,000

SPECIFIC INSTRUCTIONS

Services offered SIN 54151HEAL shall be in accordance with the following laws and standards when
applicable to the specific task orders, including but not limited to:

e Health Information Technology for Economic and Clinical Health Act of 2009 (HITECH)
e The Health Insurance Portability and Accountability Act of 1996 (HIPAA)

e The National Institute of Standards and Technology (NIST) Federal Information Processing
Standards (FIPS) and Special Publication
e Federal Information Security Management Act (FISMA) of 2002

All services shall be billed in arrears in accordance with 31 U.S.C. 3324.
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GRAHAM TECHNOLOGIES, LLC

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

LABOR CATEGORY PRICING - SIN 54151HEAL

09/11/24—  09/11/25— | 09/1126— 09/11/27— 09/11/28 —
09/11/25 09/11-26 09/11/27  09/1128  09/11/29

121 Health Care IT |+ ¢, 46 1 $139.13 $14191 | $14476 | $147.65
Consultant 2

122 Health Care IT $122.80 $125.26 $127.77 | $130.33 | $132.94
Consultant 3

123 Health Care IT $92.08 $93.92 $95.80 $97.71 $99.67
Consultant 4

124 Health Care IT $83.71 $85.38 $87.08 $88.83 $90.60
Consultant 5

LABOR CATEGORY DESCRIPTIONS - SIN 54151HEAL

Description

Minimum

Minimum

Health Care
IT
Consultant 2

Researches and analyzes basic and complex issues
surrounding the processes and systems of an
organization. Makes recommendations surrounding
improving processes, efficiency and practices. Designs,
develops, implements and maintains business solutions.
Works with main clients and project and business
leaders to identify analytical requirements.
Communicates changes and may provide training to
impacted business units. Familiar with a variety of the
field's concepts, practices, and procedures. Relies on
extensive experience and judgment to plan and
accomplish goals. Performs a variety of tasks. May lead
and direct the work of others. A wide degree of
creativity and latitude is expected. Typically reports to a
manager or head of a unit/department.

Education

Bachelors

Experience

Health Care
IT
Consultant 3

Researches and analyzes basic and complex issues
surrounding the processes and systems of an
organization. Makes recommendations surrounding
improving processes, efficiency and practices. Simulates
and tests process improvements. Communicates changes
and may provide training to impacted business units.
Familiar with a variety of the field's concepts, practices,
and procedures. Relies on extensive experience and
judgment to plan and accomplish goals. Performs a
variety of tasks to include systems analysis and
programming. May lead and direct the work of others. A
wide degree of creativity and latitude is expected.
Typically reports to top management.

Bachelors
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GRAHAM TECHNOLOGIES, LLC

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

Minimum Minimum
Education Experience

Description

Reviews, analyzes, and modifies programming systems
including encoding, testing, debugging and installing to
support an organization's application systems. Consults
with users to identify current operating procedures and
to clarify program objectives. May be expected to write
documentation to describe program development, logic,
coding, and corrections. Writes manual for users to
Health Care describe installation and operating procedures.
IT Communicates changes and may provide training to Bachelors 4
Consultant 4 | impacted business units. Familiar with a variety of the
field's concepts, practices, and procedures. Relies on
extensive experience and judgment to plan and
accomplish goals. Performs a variety of tasks to include
systems analysis and programming. May lead and direct
the work of others. A wide degree of creativity and
latitude is expected. Typically reports to top
management.

Reviews, analyzes, and evaluates business systems and
user needs. Documents requirements, defines scope and
objectives, and formulates systems to parallel overall
business strategies. Researches and analyzes basic and
complex issues surrounding the processes and systems
of an organization. Makes recommendations
surrounding improving processes, efficiency and
practices. Has knowledge of commonly-used concepts,
practices, and procedures within a particular field.
Relies on instructions and pre-established guidelines to
perform the functions of the job. Works under
immediate supervision. Primary job functions do not
typically require exercising independent judgment.
Typically reports to a manager.

Health Care
IT
Consultant 5

Bachelors 2
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GRAHAM TECHNOLOGIES, LLC

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

TERMS AND CONDITIONS APPLICABLE TO HEALTH INFORMATION
TECHNOLOGY (IT) SERVICES

SPECIAL ITEM NUMBER 54151S

FORMALLY SIN 132-51
SCOPE

IT Professional Services and/or labor categories for database planning and design; systems analysis,
integration, and design; programming, conversion and implementation support; network services,
data/records management, and testing.

Cooperative Purchasing: Yes
Set Aside: No

FSC/PSC Code : DAO1
Maximum Order : $500,000
SPECIAL INSTRUCTIONS

All services shall be billed in arrears in accordance with 31 U.S.C. 3324.

LABOR CATEGORY PRICING - SIN 54151S

09/11/24 - | 09/11/25 - 09/11/26 — 09/11/27 - | 09/11/28 —

09/1125 | 09/11-26 09/11/27 09/11/28 | 09/11/29
125 Project Manager $130.05 $132.64 $135.29 $138.01 $140.77
126 Consultant 1 $181.63 $185.27 $188.98 $192.76 $196.61
127 Consultant 2 $126.98 $129.52 $132.11 $134.75 $137.44
128 Consultant 3 $118.84 $121.22 $123.65 $126.12 $128.63
129 Systems Analyst 1 $130.05 $132.64 $135.29 $138.01 $140.77
130 Systems Analyst 2 $101.75 $103.79 $105.86 $107.98 $110.14
131 Software Engineer 1 $136.73 $139.46 $142.25 $145.09 $147.99
132 Software Engineer 2 $110.77 $112.99 $115.24 $117.55 $119.9
133 Software Engineer 3 $90.70 $92.51 $94.37 $96.25 $98.18
134 IT Security Analyst 1 $146.15 $149.07 $152.05 $155.09 $158.2
135 IT Security Analyst 2 $91.15 $92.98 $94.84 $96.74 $98.67
136 Network Engineer 1 $105.00 $107.09 $109.24 $111.43 $113.65
137 Network Engineer 2 $90.70 $92.51 $94.37 $96.25 $98.18
138 Software Developer 1 $130.05 $132.64 $135.29 $138.01 $140.77
139 Software Developer 2 $90.7 $92.51 $94.37 $96.25 $98.18
140 Web Developer 1 $111.89 $114.13 $116.41 $118.74 $121.12
141 Web Developer 2 $90.04 $91.84 $93.67 $95.55 $97.46
142 Web Developer 3 $76.99 $78.53 $80.1 $81.7 $83.34
143 Program Support 1 $66.44 $67.77 $69.13 $70.51 $71.92
144 Program Support 2 $31.10 $31.73 $32.36 $33.01 $33.67
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GRAHAM TECHNOLOGIES, LLC

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

LABOR CATEGORY DESCRIPTIONS - SIN 54151S

Minimum Minimum
Education Experience

Description

Manages project to ensure that implementation and
prescribed activities are carried out in accordance with
specified objectives. Plans and develops methods and
Project Manager | procedures for implementing project, directs and Bachelors 10
coordinates project activities, and exercises control over
personnel responsible for specific functions or phases of
project.

Establishes and satisfies highly challenging and
complex system-wide data and information processes
and models based upon the analysis of user, policy,
regulatory, and resource demands. Supports customers
Consultant 1 at the highest levels in the development and Bachelors 10
implementation of technology functions, solutions, and
policies. Provides leadership and guidance in the
development, design and application of solutions
implemented by more junior staff members.
Establishes and satisfies highly challenging and
complex system-wide data and information processes
and models based upon the analysis of user, policy,
regulatory, and resource demands. Supports customers
Consultant 2 at the highest levels in the development and Bachelors 7
implementation of technology functions, solutions, and
policies. Provides leadership and guidance in the
development, design and application of solutions
implemented by more junior staff members.

Provides expert, independent services and leadership in
specialized technical areas. Provides expertise on an as-
needed basis to all task assignments. Provides expert
advice and assistance in state-of-the-art

Consultant 3 software/hardware. Coordinates with contractor Bachelors 4
management and Government personnel to ensure that
the problem has been properly defined and that the
solution will satisfy the Government’s requirement.
Reviews, analyzes, and evaluates business systems and
user needs. Formulates systems to parallel overall
business strategies. Writes detailed description of user
needs, program functions, and steps required to develop
or modify computer programs. Demonstrates expertise
in a variety of the field's concepts, practices, and
procedures. Relies on extensive experience and Bachelors 10
judgment to plan and accomplish goals. Performs a
variety of tasks. May provide consultation on complex
projects and is considered to be the top level
contributor/specialist. A wide degree of creativity and
latitude is expected. Typically reports to a manager or
head of a unit/department.

Systems Analyst
1

Page 24



GRAHAM TECHNOLOGIES, LLC

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

Minimum Minimum
Education Experience

Description

Reviews, analyzes, and modifies programming systems
including encoding, testing, debugging and installing to
support an organization's application systems. Consults
with users to identify current operating procedures and
to clarify program objectives. May be expected to write
documentation to describe program development, logic,
coding, and corrections. Writes manuals for users to
describe installation and operating procedures. Must Bachelors 7
have a working knowledge of relational databases and
client-server concepts. Relies on experience and
judgment to plan and accomplish goals. Performs a
variety of complicated tasks. May lead and direct the
work of others. Typically reports to a project leader or
manager. A wide degree of creativity and latitude is
expected.
Analyzes and refines systems requirements. Translates
systems requirements into applications prototypes. Plans
and designs systems architecture. Writes, debugs, and
maintains code. Determines and designs applications
architecture. Determines output media/formats and
designs user interfaces. Works with customers to test
applications. Ensures software and systems quality and
functionality. Integrates hardware and software Bachelors 7
components. Writes and maintains program
documentation. Evaluates new application software
technologies; and/or ensures the application of
information security/information assurance policies,
principles, and practices to the delivery of application
software services. Mentors and leads junior level
software engineers.
Analyzes and refines systems requirements. Translates
systems requirements into applications prototypes. Plans
and designs systems architecture. Writes, debugs, and
maintains code. Determines and designs applications
architecture. Determines output media/formats and
designs user interfaces. Works with customers to test
Software applications. Ensures software and systems quality and
Engineer 2 functionality. Integrates hardware and software
components. Writes and maintains program
documentation. Evaluates new application software
technologies, and/or ensures the application of
information security/information assurance policies,
principles, and practices to the delivery of application
software services.

Systems Analyst
2

Software
Engineer 1

Bachelors 5
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GRAHAM TECHNOLOGIES, LLC

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

Minimum Minimum
Education Experience

Description

Analyzes and refines systems requirements. Translates
systems requirements into applications prototypes. Plans
and designs systems architecture. Writes, debugs, and
maintains code. Determines and designs applications
architecture. Determines output media/formats and
designs user interfaces. Works with customers to test
Software applications. Ensures software and systems quality and
Engineer 3 functionality. Integrates hardware and software
components. Writes and maintains program
documentation. Evaluates new application software
technologies, and/or ensures the application of
information security/information assurance policies,
principles, and practices to the delivery of application
software services.
Provides information security expertise in the analysis,
assessment, development, and evaluation of security
solutions and architectures to secure applications,
operating systems, databases, networks, and policies and
procedures. The IT Security Analyst I will assist with
security related projects; software purchases, system Masters 8
implementations while serving as a senior technical
advisor who provides technical information security
expertise and guidance to government units, operational
units, and other IT functions to assist in identifying,
managing, and mitigating security risks.
Monitors, analyzes, and corrects IT Security incidents
(e.g., Internet/Intranet security, software development,
IT Security network architecture, protocols, firewalls, intrusion
Analyst 2 methods and tools, systems, products, access, etc.) while
adhering to departmental standards and guidelines and
in a timely and accurate manner.
Provides intermediate-level experience in managing the
day-to-day operation and architecture of a network or
SharePoint Portal application, to include training. Plans,
designs, and implements sites, pages, and webparts for
users. Coordinates with content managers, site
administrators, and outside government organizations
for new features and capabilities. Assists in providing
Network content support. Evaluates technical feasibility of
Engineer 1 proposed system solutions. Researches, analyzes,
monitors, troubleshoots, and resolves SharePoint server
or data problems. Develops, maintains, and implements
network support and archiving procedures. Provides
new innovative solutions to the current network
structure. Implements and coordinates policies,
procedures, and standards and enforces security
procedures.

Bachelors 2

IT Security
Analyst 1

Bachelors 5

Bachelors 4
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GRAHAM TECHNOLOGIES, LLC

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

Minimum Minimum
Education Experience

Description

Sets up, configures, and supports internal and/or
external networks. Develops and maintains all systems,
applications, security, and network configurations.
Troubleshoots network performance issues and creates
and maintains a disaster recovery plan. Recommends
upgrades, patches, and new applications and equipment.
Provides technical support and guidance to users. Bachelors 1
Familiar with standard concepts, practices, and
procedures within a particular field. Relies on limited
experience and judgment to plan and accomplish goals.
Performs a variety of tasks. Works under general
supervision. A certain degree of creativity and latitude is
required. Typically reports to a supervisor or manager.
As an expert programmer/analyst, consults with clients
to learn and define their business needs. Prepares
program specifications; assists with the preparation of
user documentation and system implementation.
Analyzes, designs, develops, implements, and maintains
applications over distributed networks and related Bachelors 10
protocols for various systems. Converts and/or ports
fully developed code over to other platforms using
different architectures or operating systems. May guide
Developer at a lower level and other technical personnel
on assigned work.

Develops program specifications for applications
software development under general supervision.
Defines the logic, performs the coding, and tests and
debugs the programs. Prepares system and program
specifications and documentation that includes
designing report formats, record layouts, screen layouts, Bachelors 8
and algorithms. Implements modifications to existing
systems. Documents program and system logic. Defines
and designs data capture forms, data conversion
procedures, data validation/correction steps, and
database definitions tables.

Designs, develops, and implements web-based Java
applications to support business requirements. Follows
approved life cycle methodologies, creates design
documents, and performs program coding and testing.
Resolves technical issues through debugging, research,
Web Developer 1 | and investigation. Familiar with standard concepts, Bachelors 8
practices, and procedures within a particular field.
Relies on experience and judgment to plan and
accomplish goals. Performs a variety of tasks. A degree
of creativity and latitude is required. Typically reports to
a supervisor or manager.

Network
Engineer 2

Software
Developer 1

Software
Developer 2
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GRAHAM TECHNOLOGIES, LLC

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

Minimum Minimum
Education Experience

Description

Designs, develops, and implements web-based Java
applications to support business requirements. Follows
approved life cycle methodologies, creates design
documents, and performs program coding and testing.
Resolves technical issues through debugging, research,
Web Developer 2 | and investigation. Familiar with standard concepts, Bachelors 5
practices, and procedures within a particular field.
Relies on experience and judgment to plan and
accomplish goals. Performs a variety of tasks. A degree
of creativity and latitude is required. Typically reports to
a senior developer

Designs, develops, and implements web-based Java
applications to support business requirements. Follows
approved life cycle methodologies, creates design
documents, and performs program coding and testing.
Resolves technical issues through debugging, research,
and investigation. Familiar with standard concepts,
practices, and procedures within a particular field.
Relies on experience and judgment to plan and
accomplish goals. Performs a variety of tasks. .
Typically reports to a senor developer.

Performs a variety of administrative functions.
Schedules appointments, gives information to callers,
and takes dictation. Composes memos, transcribes
Program Support | notes, and researches and creates presentations.

1 Generates reports, handles multiple projects, and
prepares and monitors invoices and expense reports.
May assist with compiling and developing the annual
budget.

Performs a variety of administrative functions.
Schedules appointments, gives information to callers,
and takes dictation. Composes memos, transcribes
Program Support | notes, and researches and creates presentations.

2 Generates reports, handles multiple projects, and
prepares and monitors invoices and expense reports.
May assist with compiling and developing the annual
budget.

Web Developer 3 Bachelors 2

High School 4

High School 1
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GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

TERMS AND CONDITIONS APPLICABLE TO CLOUD COMPUTING
AND CLOUD RELATED IT PROFESSIONAL SERVICES

SPECIAL ITEM NUMBER 518210C
SCOPE

Includes commercially available cloud computing services such as Infrastructure as a Service (IaaS),
Platform as a Service (PaaS), and Software as a Service (SaaS) and emerging cloud computing services,
to include cloud based artificial intelligence/machine learning. IT professional services that are focused
on providing the types of services that support the Government's adoption of, migration to, or
governance/management of cloud computing. Specific cloud related IT professional labor categories
and/or fixed-price professional services solutions that support activities associated with assessing cloud
solutions, refactoring workloads for cloud solutions, migrating legacy or other systems to cloud solutions,
providing management/governance of cloud solutions, DevOps, developing cloud native applications, or
other cloud oriented activities are within scope of this SIN.

This SIN provides access to cloud (e.g., [aaS, PaaS, SaaS) computing services across public, community,
and hybrid deployment models. Cloud computing services shall comply with National Institute of
Standards and Technology (NIST) Definition of Cloud Computing Essential Characteristics (NIST SP
800-145). Cloud computing that does not meet all NIST essential characteristics are outside the scope of
this SIN and shall be assigned to other SINs, where applicable.

Cooperative Purchasing: Yes
Set Aside: No

FSC/PSC Code : DB10
Maximum Order : $500,000

SPECIAL INSTRUCTIONS

Exception for Software as a Service (SaaS): Proposed offerings do not have to meet the first of the five
NIST cloud characteristics in NIST SP 800-145; the first NIST cloud characteristic is: “On-demand self-
service. A consumer can unilaterally provision computing capabilities, such as server time and network
storage, as needed automatically without requiring human interaction with each service provider.” It is not
a SIN 51810C requirement that the SaaS customer be able to (de)provision SaaS access/licenses
unilaterally with no human interaction with the SaaS provider.

Cloud related IT professional labor categories are within scope of this SIN. Cloud related IT professional
labor categories are not subject to adherence to the NIST definition of cloud computing; therefore, no
technical response is required for a labor proposal. Non-professional labor categories subject to Service
Contract Labor Standards (SCLS) (e.g., IT help desk support) that are incidental to and used solely to
support specific Cloud related IT professional labor categories and/or fixed-price professional services
solutions must be offered under a different SIN that specifically covers the proposed services.

Ancillary products and services are not within scope of this SIN. Any items that are not within the scope
of this SIN must be offered under a SIN that specifically covers the proposed services.

29 ¢

The following are out of scope for this SIN: cloud “token,
prepaid offerings:

gift card,” “credit,” or other similar types of

i.  Cloud computing services (i.e., [aaS, PaaS, SaaS) are sometimes offered commercially as a cloud
“token,” “gift card,” “credit,” or require purchase of a prepaid offering; these are out of scope for
this SIN.
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ii.

iii.

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

Credits for cloud computing services (i.e., [aaS, PaaS, SaaS) that are paid for in advance and
spent or used at a later time are commonly termed commercially as a cloud “token,” “gift card,”
or “credit”, and are out of scope for SIN 518210C.

Physical hardware, non-cloud software per the NIST definition, and other artifacts acquired to
support the physical construction of a private or other cloud are not within the scope of this SIN.

Offerors may propose:
i. Cloud computing services only (i.e., [aaS, PaaS, SaaS) per NIST standards as
defined in NIST Special Publication 800-145 “The NIST Definition Cloud
Computing
ii. Cloud related IT professional services and/or fixed-price cloud professional
services solutions that are not subject to NIST standards only; or
The offeror must state which cloud computing service model(s), if any, is/are being proposed
(i.e., IaaS, PaaS, SaaS).
The offeror must state which cloud computing deployment model(s), if any, is/are being proposed
(i.e., public, community, and hybrid).
Pricing increment of offerings:
i. For all offers of [aaS/PaaS/SaaS and cloud related IT professional services,
pricing shall be per a unit of measure.
ii. For all offers of SaaS, regardless of length of license term, pricing to support
upfront payment is allowed as long as the software licenses are delivered via
SaaS and meet the criteria listed in this Information Technology Category
attachment.
Acceptance Testing: Acceptance testing shall be performed of the systems for ordering activity
approval in accordance with the approved test procedures.
Training
i. If training is provided in accordance with standard commercial practices, the
offeror shall provide normal commercial installation, operation, maintenance,
and engineering interface training on the system.
ii. If there are separate training charges, they should be included in the GSA Price
List (I-FSS-600 CONTRACT PRICE LISTS (see current Solicitation for clause
effective date)).
Information Assurance/Security Requirements: Offerors shall meet information
assurance/security requirements in accordance with the ordering activity requirements
Reporting: Offerors shall provide to the ordering activity any general reporting capabilities
available to verify performance, cost and availability. In accordance with commercial standard
practice, the offeror may furnish the ordering activity with a monthly summary report.
Cloud related IT professional services may be listed on SIN 541518 — Information Technology
Professional Services. The cloud related IT professional services on this SIN (518210C) shall be
cloud specific titles and descriptions. At a minimum, the word “cloud” shall appear both in the
title and the description of each labor category or fixed-price professional services solutions
proposed for this SIN. The relevant past performance projects must demonstrate that the cloud
related IT professional services were utilized in the IaaS, PaaS, and/or SaaS environment. NOTE:
Identical labor categories cannot be on both SINs 541518 and 518210C. It is recommended that
cloud-related IT professional services and/or fixed-price professional services solutions that are
not subject to NIST standards should be offered under SIN 518210C.
Offerors may optionally select a single service model that best fits a proposed cloud computing
offering. Only one service model may be selected per each proposed cloud computing offering.
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GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

Offerors may elect to submit multiple cloud computing offerings, each with its own single service
model.

1. Deployment model selection within this SIN is optional for any individual cloud computing
offering. Offerings may be included without a deployment model selection so long as they
comply with all the essential characteristics of cloud computing as outlined by NIST SP 800-145.
The three NIST deployment models within the scope of this SIN are: Public, Community, and
Hybrid.

m. All current pricing requirements in provision SCP-FSS-001 apply. At the current time, there is no
provision for reducing or eliminating standard price list posting requirements to accommodate
rapid cloud price fluctuations.

n. All pricing models for cloud computing services must have the core capability to meet the NIST
Essential Cloud Characteristics, particularly with respect to on-demand self-service, while
allowing alternate variations at the task order level at agency discretion, pursuant to the guidance
on NIST Essential Characteristics.

o. Evaluation factors for cloud related IT professional services, specific cloud labor categories
and/or fixed-price professional services solutions are found within this same document under
Section II Instructions for all IT Offerors under 6) Relevant Project Experience Evaluation

Specific Evaluation Factor for Cloud Computing Services Adherence to the NIST Essential Cloud
Characteristics per NIST SP 800-145.Within a two-page limitation for each cloud computing service
(e.g., laaS, PaaS, SaaS) submitted, provide a description of how the cloud computing service meets each
of the five essential cloud computing characteristics as defined in National Institute of Standards and
Technology (NIST) Special Publication 800-145 and subsequent versions of this publication.

This standard specifies the definition of cloud computing for use by Federal agencies. Each cloud
computing service must be capable of satisfying each of the five NIST essential characteristics as follows:

On-demand self-service

Broad network access

Resource pooling

Rapid elasticity

Measured service cloud (Pay per use, or pay as you go)

For the purposes of the cloud computing and cloud related IT professional services SIN, meeting the
NIST essential characteristics is concerned primarily with whether the underlying capability of the
commercial service is available, and whether or not an ordering activity actually requests or implements
the capability.

Cloud Consumption Offerors must identify in their GSA price List (I-FSS-600 CONTRACT PRICE
LISTS) all cloud computing services that are available to be ordered on a consumption basis.

a. SIN Level Regulations:

i.  Regulation Number: 552.238-199: SPECIAL ORDERING PROCEDURES
APPLICABLE WHEN PROCURING CLOUD COMPUTING ON A
CONSUMPTION BASIS (MAR 2022). This GSAR clause is prescribed and
contained within Acquisition Letter MV-21-06, Supplement 1.
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LABOR CATEGORY PRICING - SIN 518210C

09/11/24 —  09/11/25 — 09/11/26 — 09/11/27 - 09/11/28 —
09/11/25 09/11-26 09/11/27 09/11/28 09/11/29
Cloud Systems $150.88 $153.90 $156.99 $160.13 $163.34
101 :
Architect
Cloud $164.08 $167.37 $170.71 $174.13 $177.61
102 Infrastructure
Engineer
Cloud Security $176.73 $180.26 $183.87 $187.55 $191.29
103
Consultant
Cloud Security $191.73 $195.57 $199.48 $203.47 $207.54
104 Subject Matter
Expert
Cloud System $86.35 $88.07 $89.83 $91.63 $93.46
105 . .
Administrator
Cloud Subject $214.08 $218.36 $222.72 $227.17 $231.72
106
Matter Expert
107 Cloud DevOps $140.45 $143.26 $146.13 $149.05 $152.03
Developer
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LABOR CATEGORY DESCRIPTION - SIN 518210C

Minimum Minimum

Description Education Experience
Cloud Applies senior level Cloud solutions and architecture Bachelors | 8
Systems planning, design, implementation expertise and
Architect understanding the overall architecture of cloud systems

for hardware, software, communication, networking,
and/or security of the architecture. Plans new cloud
implementations and systems or components of systems
for hardware, software, communications, networking,
and/or security design. Applies the technical ability to
simulate and evaluate the current cloud system
architecture with respect to recommending system
modifications, enhancements, and upgrades to meet
current and future growth of the client mission. Interacts
with customers regarding strategies, requirements,
problem solving, and support issues. Serves as a senior
technical member of a project team or performs efforts as
an individual expert.

Cloud Manages the purchase, implementation and/or installation, | Bachelors | 4
Infrastructure | and support of network communications, including
Engineer Cloud/LAN/WAN systems. Responsible for evaluating

current systems. Works on complex problems where
analysis of situation requires in-depth evaluation of
various factors. Plans large-scale systems projects through
vendor comparison and cost studies. Provides work
leadership and training to lower level network engineers.
Applies knowledge of Cloud systems/LAN/WAN
systems, networks, and applications.

Cloud Establishes and satisfies complex cloud system-wide Bachelors | 4
Security information security requirements based upon the analysis
Consultant of user, policy, regulatory, and resource demands.

Supports customers at the highest levels in the
development and implementation of doctrine and policies.
Applies know-how to government and commercial
common user systems, as well as to dedicated special
purpose systems requiring specialized security features
and procedures.
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o Minimum Minimum
Description

Education Experience

Cloud
Security
Subject
Matter Expert

Provides extremely high-level subject matter proficiency
for cloud systems and related supporting infrastructure
and technology cyber and physical security. Provides
advanced cyber security technical knowledge and analysis
of highly specialized systems and operational
environment, high-level functional systems analysis,
design, integration, documentation, training, and
implementation advice on complex problems that require
high level knowledge of the subject matter for effective
implementation. Includes understanding Risk
Management Framework (RMF), IT Security Polices and
implementation of the policies. Understands Penetration
Testing, Threat Modeling, Enterprise Monitoring Tools.

Bachelors

Cloud System
Administrator

Responsible for installing, configuring, and maintaining
cloud operating systems, workstations and servers,
including cloud software tools, web servers, in support of
business processing requirements. Performs software
installations and upgrades to operating systems and
layered software packages. Schedules upgrades and
maintains them in accordance with established IT policies
and procedures. Monitors and tunes the cloud system to
achieve optimum performance levels. Ensures data
integrity by evaluating, implementing, and managing
appropriate cloud software and hardware solutions.
Ensures data/media recoverability by implementing a
schedule of system backups and database archive
operations. Supports media management through internal
methods and procedures or through offsite storage and
retrieval services. Develops and promotes standard
operating procedures. Conducts routine hardware and
software audits of cloud, workstations and servers to
ensure compliance with established standards, policies,
and configuration guidelines. Develops and maintains a
comprehensive operating system hardware and software
configuration database/library of all supporting
documentation.

Bachelors

Cloud
Subject
Matter Expert

Provides extremely high-level subject matter proficiency
for work described in the task. Provides advanced
technical knowledge and analysis of highly specialized
applications and operational environment, high-level
functional systems analysis, design, integration,
documentation, training, and implementation advice on
complex problems that require senior level of cloud
knowledge of the subject matter for effective
implementation.

Bachelors
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Minimum Minimum

Description Education Experience
Cloud Responsible for all aspects of the development and Bachelors | 3
DevOps implementation of assigned cloud-centered application
Developer development projects. Takes projects from original

concept through final implementation. Interfaces with all
areas affected by the project including end users,
computer services, and client services. Defines project
scope and objectives. Develops detailed work plans,
schedules, project estimates, resource plans, and status
reports. Conducts project meetings and is responsible for
project tracking and analysis. Ensures adherence to quality
standards and reviews project deliverables. Manages the
integration of vendor tasks and tracks and reviews vendor
deliverables. Provides technical and analytical guidance to
project team. Recommends and takes action to direct the
analysis and solutions of problems. Design, develop and
implement cloud applications and systems. Responsible
for the design, planning and management of the cloud
infrastructure. Familiarity with APIs, orchestration and
automation, DevOps/DevSecOps and databases. Design
and implement cloud infrastructures. Provide input on
available cloud architectures. Develop workflows and
processes, document integration solutions.
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GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

TERMS AND CONDITIONS APPLICABLE TO MANAGEMENT
AND FINANCIAL CONSULTING, ACQUISITION AND GRANTS
MANAGEMENT SUPPORT, AND BUSINESS PROGRAM AND
PROJECT MANAGEMENT SERVICES

SPECIAL ITEM NUMBER 541611
SCOPE

Provide operating advice and assistance on administrative and management issues. Examples include:
strategic and organizational planning, business process improvement, acquisition and grants management
support, facilitation, surveys, assessment and improvement of financial management systems, financial
reporting and analysis, due diligence in validating an agency's portfolio of assets and related support
services, strategic financial planning, financial policy formulation and development, special cost studies,
actuarial services, economic and regulatory analysis, benchmarking and program metrics, and business
program and project management.

Inherently Governmental services as identified in FAR 7.503 (GSA Class Deviation RFO-2025-07) or by
the ordering agency are prohibited. It is the responsibility of the Contracting Officer placing the order to
make this determination. Ordering activities must require prospective contractors to identify potential
conflicts of interest and address those, prior to task order award.

Cooperative Purchasing: No
Set Aside: No

FSC/PSC Code : R408
Maximum Order : $1,000,000

SPECIAL INSTRUCTIONS
Personal services as defined in FAR Subpart 37.2 (GSA Class Deviation RFO-2025-37) are prohibited.
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LABOR CATEGORY PRICING - SIN 541611

Title 09/11/24 - 09/11/25 - 09/11/26 — 09/11/27- 09/11/28 —
' 09/11/25 09/11-26 09/11/27 09/11/28 09/11/29
148 Program Manager $215.11 $219.42 $223.81 $228.28 $232.85
149 Business Systems $104.81 $106.90 $109.04 $111.21 $113.44
Architect 1
150 Business Systems $126.85 $129.39 $131.98 $134.62 $137.31
Architect 2
151 Business Systems $148.92 $151.90 $154.94 $158.05 $161.21
Architect 3
152 Business Systems $176.49 $180.02 $183.62 $187.28 $191.03
Architect 4
153 Analyst 1 $82.74 $84.39 $86.09 $87.81 $89.56
154 Analyst 2 $93.76 $95.64 $97.55 $99.51 $101.50
155 Analyst 3 $115.82 $118.14 $120.50 $122.91 $125.37
156 Analyst 4 $133.48 $136.15 $138.87 $141.65 $144.48
157 Consultant 1 $148.92 $151.90 $154.94 $158.05 $161.21
158 Consultant 2 $166.57 $169.90 $173.3 $176.77 $180.30
159 Consultant 3 $193.05 $196.91 $200.85 $204.87 $208.97
160 Consultant 4 $215.11 $219.42 $223.81 $228.28 $232.85
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Description

GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

Minimum Minimum

Education Experience

Program
Manager

Manages programs to ensure that implementation and
prescribed activities are carried out in accordance with
specified objectives. Plans and develops methods and
procedures for implementing programs, directs and
coordinates program activities, and exercises control over
personnel responsible for specific functions or phases of
programs.

Bachelors

10

Business
Systems
Architect 1

Responsible for the architectural design, development, and
deployment of the enterprise's overall systems. Defines
system solutions based on user/client needs, cost, and
required integration with existing applications, systems, or
platforms. Researches, identifies, selects, and tests
technology products required for solution delivery.
Establishes, implements, and documents the technology
integration or migration strategies. The position requires
staying on top of the industry trend and new technologies
for the system architecture. Typically reports to the top
management. Works on advanced, complex technical
projects or business issues requiring state of the art
technical or industry knowledge. Works autonomously.
Goals are generally communicated in solution or project
goal terms. May provide a leadership role for the work
group through knowledge in the area of specialization.

Bachelors

Business
Systems
Architect 2

Researches and analyzes complex issues surrounding the
systems of an organization. Develops strategies or
infrastructure level recommendations surrounding
improving processes, efficiency and practices of the
organization's business systems. Simulates and tests
process improvements. Communicates changes and may
provide training to impacted business units. Requires a
bachelor's degree. Typically reports to a project leader or
manager. A specialist on complex technical and business
matters. Work is highly independent. May provide a
leadership role for the work group through knowledge in
the area of specialization. Typically requires 8+ years of
related experience.

Bachelors
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Minimum Minimum

Description Education Experience
Business Supports the design of system solutions to support the Masters 8
Systems integration of future business acquisitions and growth.
Architect 3 Oversees the quality of the organization's systems

architecture, including application design, development,
testing, and deployment for business to business solutions.
Promotes growth in applications, working to align the
internal environment with business goals. Researches,
plans, develops, and designs, in collaboration with the
Director, a deep technical solution for new products that
improve business efficiency of the current systems and
deliver a robust and scalable integrated product across
various lines of businesses. Designs and supports
business processes using modeling tools. Integrates
various systems and high-caliber technical insights to
arrive at a target state model and overall architecture for a
program. Explores and designs new long-term solutions
for problems in the systems. Evaluates various integration
capabilities; and researches new technologies within
databases, integration, and applicable rules needed to
drive product implementation. Participates in
architecture, line of business, and center of excellence
meetings to socialize the architecture.

Business Researches and analyzes complex issues surrounding the | Masters 10
Systems systems of an organization. Develops strategies or
Architect 4 infrastructure level recommendations surrounding

improving processes, efficiency and practices of the
organization's business systems. Simulates and tests
process improvements. Communicates changes and may
provide training to impacted business units. Requires a
bachelor's degree. Typically reports to a project leader or
manager. A specialist on complex technical and business
matters. Work is highly independent. May provide a
leadership role for the work group through knowledge in
the area of specialization. Typically requires 8+ years of
related experience.
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. . Minimum Minimum
Description

Education Experience

Analyst 1 Analyzes company functions, processes, and activities to | Bachelors | 2
improve computer-based business applications for the
most effective use of money, materials, equipment, and
people. Utilizes available resources and personnel to
carry out analysis to support management's quest for
performance improvement. Reviews and analyzes
information, forecasts, methods, schedules, systems,
processes, and procedures. Determines most useful
business solutions for the company. Recommends
alternative solutions to management as to courses of
action that best meet the organization's goals. Performs
duties concerned with the design and improvement of
business systems. Works closely with senior managers to
identify and solve a variety of business system problems.
Confers with personnel of organizational units involved to
analyze current operational procedures and identify
problems. Solicits from management symptoms of
problem, formally defines the problem, breaks problem
into component parts, and gathers information about each
of these parts from a variety of sources. Selects the most
appropriate analytical technique. Utilizes several study
techniques including simulation, linear and nonlinear
programming, dynamic programming, queuing and other
stochastic-process models, Markov decision processes,
econometric methods, data envelopment analysis, neural
networks, expert systems, decision analysis, and the
analytic hierarchy process. Writes description of business
needs, business program functions, and steps required to
develop or modify business systems.
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. . Minimum Minimum
Description

Education Experience

Analyst 2 Analyzes company functions, processes, and activities to | Bachelors | 4
improve computer-based business applications for the
most effective use of money, materials, equipment, and
people. Utilizes available resources and personnel to
carry out analysis to support management's quest for
performance improvement. Reviews and analyzes
information, forecasts, methods, schedules, systems,
processes, and procedures. Determines most useful
business solutions for the company. Recommends
alternative solutions to management as to courses of
action that best meet the organization's goals. Performs
duties concerned with the design and improvement of
business systems. Confers with personnel of
organizational units involved to analyze current
operational procedures and identify problems. Formally
defines the problem, breaks problem into component
parts, and gathers information about each of these parts
from a variety of sources. Selects the most appropriate
analytical technique. Ultilizes several study techniques
including simulation, linear and nonlinear programming,
dynamic programming, queuing and other stochastic-
process models, Markov decision processes, econometric
methods, data envelopment analysis, neural networks,
expert systems, decision analysis, and the analytic
hierarchy process. Writes description of business needs,
business program functions, and steps required to develop
or modify business systems

Analyst 3 Analyzes business processes, functions, and procedures to | Bachelors | 6
determine the most effective business systems and
procedures to meet the needs of the organization.
Establishes systems specifications and objectives, based
on business requirements and cost effectiveness, and
provides recommendations to management personnel.
Collaborates with others in systems development and
design, including table, report, and panel design.
Develops test plans and coordinates and performs system
testing.
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Description

Minimum
Education

Minimum
Experience

Analyst 4

Analyzes business or operating procedures to devise most
efficient methods of accomplishing work. Plans study of
work problems and procedures, such as organizational
change, communications, information flow, integrated
production methods, inventory control, or cost analysis.
Collects and organizes information on problem or
procedures including present operating procedures.
Analyzes data gathered, develops information and
considers available solutions or alternate methods of
proceeding.

Bachelors

Consultant 1

Consults with client or department heads to define need or
problem. Oversees research, administers studies,
evaluates survey results to obtain data, and analyzes data
to advise on or recommend solutions, utilizing knowledge
of theory, principles, or technology of specific discipline
or field of specialization. Requires knowledge in fields
defined as non-technical, such as accounting, agriculture,
business organization and management, communications,
economics, education, finance, health sciences,
humanities, marketing, social science, and related fields.

Bachelors

Consultant 2

Consults with clients about general business strategies and
recommends methods and approaches to improve and
optimize work flow and better achieve client objectives
and goals. Analyzes client requirements and provides
optimal solutions based on best practices. Designs new
processes and updates existing processes to address issues,
prioritize opportunities for increased revenue and improve
efficiency.

Bachelors

Consultant 3

Consults with client or department personnel to define
need or problem. Oversees research, administers studies,
evaluates survey results to obtain data, and analyzes data
to advise on or recommend solutions, utilizing knowledge
of theory, principles, or technology of specific discipline
or field of specialization. Requires knowledge in fields
defined as non-technical, such as accounting, agriculture,
business organization and management, communications,
economics, education, finance, health sciences,
humanities, marketing, social science, and related fields.

Masters
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. . Minimum Minimum
Description

Education Experience

Consultant 4 | Analyzes business operations, requirements, needs, and Masters 10
goals; and identifies and implements new policies and
procedures to enhance efficiency and improve operations.
Consults management and leaders for operational
effectiveness, and advises methods to mitigate risk and
ensure compliance with regulations. Identifies business
risks and root causes of business challenges, and translates
them into process or technical solutions; identifies
opportunities for improved operational performance; and
guides management to make informed transformation-
driven decisions.
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TERMS AND CONDITIONS APPLICABLE TO ENGINEERING
RESEARCH AND DEVELOPMENT AND STRATEGIC PLANNING
SERVICES
SPECIAL ITEM NUMBER 541715

SCOPE

Services include conducting research and experimental development (except nanotechnology and
biotechnology research and experimental development) in the physical, engineering and life sciences such
as; such as agriculture, electronics, environmental, biology, botany, computers, chemistry, food, fisheries,
forests, geology, health, mathematics, medicine, oceanography, pharmacy, physics, veterinary and other
allied subjects.

Typical tasks include, but are not limited to, analysis of mission, program goals and objectives, program
evaluations, analysis of program effectiveness, requirements analysis, organizational performance
assessment, special studies and analysis, training, and consulting; requirements analysis, cost/cost
performance trade-off analysis,feasibility analysis, developing and completing fire safety evaluation
worksheets as they relate to engineering services; operation and maintenance, evaluation of inspection,
testing, and maintenance program for fire protection and life safety systems, program/project
management, technology transfer/insertion, training and consulting.

SPECIAL INSTRUCTIONS

Services under this NAICs can not include architect-engineer services as defined in the Brooks Act and
FAR Part 2 or construction services as defined in the Federal Acquisition Regulation Part 36 (GSA Class
Deviation RFO-2025-36) and Part 2.

This SIN is limited to research, analysis, and developmental services related to an engineering solution.
Research and development services, as set forth in FAR Part 35 (GSA Class Deviation RFO-2025-35),
are not included under this SIN.

Cooperative Purchasing: No
Set Aside: No

FSC/PSC Code : R425
Maximum Order : $1,000,000
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09/11/24 —  09/11/25 - 09/11/26 — 09/11/27 - 09/11/28 —
09/11/25 09/11-26 09/11/27 09/11/28 09/11/29
145 Scientist I $91.41 $93.23 $95.09 $97.00 $98.94
146 Scientist 11 $102.94 $105.00 $107.09 $109.24 $111.43
147 Scientist I1I $177.90 $181.46 $185.09 $188.79 $192.56

LABOR CATEGORY DESCRIPTIONS — SIN 541715

Description

Minimum
Education

Minimum

Scientist I

Performs entry level scientific tasks requiring knowledge
and application of basic scientific techniques and
procedures. These personnel perform entry-level
engineering or scientific tasks. Personnel work in close
proximity with more senior scientific and enineering
resourcrs supervision will perform analysis, development,
planning, and support of systems.

Bachelors

Experience

Scientist IT

Performs intermediate work on some complex scientific
tasks of the stated specialty under the leadership of a lead
Scientist. These personnel possess a base of understanding
of scientific and federal principles for the engineering and
scientific domains that they support. These personnel may
support and physically conduct research and development
into new areas.

Bachelors

Scientist IIT

Personnel provide subject matter expertise across a
spectrum of scientific and engineering tasks. Personnel
supervise more junior personnel and oversee that their
work is accurately completed with riorous traceability.
Services may require the design, development, and
analysis of systems as well as any R&D conducted in
support and fuertherance thereof. Personnel must review
and author documentation, providing evidenced based
analysis for any conclusions drawn. Personnel must have
an understanding of the engineering requirements for any
activities completed.

Masters

14
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TERMS AND CONDITIONS APPLICABLE TO ENGINEERING
SERVICES

SPECIAL ITEM NUMBER 541330ENG
SCOPE

Services include: applying physical laws and principles of engineering in the design, development, and
utilization of machines, materials, instruments, processes, and systems. Services may involve any of the
following activities: provision of advice, concept development, requirements analysis, preparation of
feasibility studies, preparation of preliminary and final plans and designs, provision of technical services
during the construction or installation phase, inspection and evaluation of engineering projects, and
related services.

Cooperative Purchasing: No
Set Aside: No

FSC/PSC Code: R425
Maximum Order: $1,000,000

SPECIAL INSTRUCTIONS

NOTE: Services under this SIN cannot include architect-engineer services as defined in the Brooks Act
and FAR Part 2, or construction services as defined in FAR Parts 2 and 36 (GSA Class Deviation RFO-
2025-36).

LABOR CATEGORY PRICING - SIN 541330ENG

Title 09/11/24—-  09/11/25 — 09/11/26 — 09/11/27- 09/11/28 —

' 09/11/25 09/11-26 09/11/27 09/11/28 09/11/29
161 CAD Engineer - $68.76 $70.13 $71.53 $72.96
162 Electrical Engineer - $95.48 $97.39 $99.34 $101.32
163 Civil Engineer - $98.07 $100.03 $102.04 $104.08
164 | Tacilities Operations - $68.76 $70.13 $71.53 $72.96

Specialist
Civil Engineer -

165 Wastewater - $132.91 $135.57 $138.28 $141.04

Treatment Plant
Mechanical Engineer

166 - Wastewater ] $132.91 $135.57 $138.28 | $141.04
Treatment Plant

167 | Mechanical Engineer - $88.60 $90.38 $92.18 $94.03

168 | Structrual Engineer - $81.08 $82.70 $84.35 $86.04
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GENERAL SERVICES ADMINISTRATION INFORMATION TECHNOLOGY SCHEDULE

LABOR CATEGORY DESCRIPTIONS - SIN 541330ENG

Description

Minimum Minimum
Education Experience

CAD Engineer | Develop and maintain CAD drawings, utility maps, and as-built Bachelors 5
documentation using AutoDesk, AutoCAD Civil 3D, ESRI, and
ArcGIS software. Contribute technical input to Charrette reports,
Facility Analysis Concept Designs (FACDs), and Requests for
Proposal (RFPs) for MILCON and FSRM projects. Coordinate
closely with MCB Hawaii Engineers, NAVFAC HI FEAD, and
base maintenance teams to align construction activities with
planning objectives. Distribute and validate design plans,
specifications, and project turnover documentation to the
appropriate maintenance divisions. Review and assess changes to
planning standards, Unified Facilities Criteria (UFC), federal laws,
Executive Orders, and DoD regulations. provide recommended
updates as needed. Support the MCBH Facilities Department in
applying UFCs, technical guidance, and regulatory requirements to
project planning and development. Identify gaps or conflicts in U.S.
construction standards and collaborate with the Facilities
Department to address and resolve them.

Electrical Review plans, designs, and specifications prepared by licensed Bachelors 5
Engineer professional engineers. Assess Design Charrette deliverables,
including Functional Analysis Concept Development (FACD) and
Request for Proposals (RFPs) for various projects. Review plans,
designs, and specifications prepared by licensed professional
engineers. Assess Design Charrette deliverables, including
Functional Analysis Concept Development (FACD) and Request
for Proposals (RFPs) for various projects. Maintain project issue
logs, comment lists, and track RFIs throughout project phases.
Generate analyses, reports, and briefings to inform stakeholders,
enable decisions, and maintain project momentum.
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Description

Minimum
Education

Experience

Civil Engineer

Review plans, designs, drawings, and specifications prepared by
licensed professional engineers. Assess and review design Charrette
documents and deliverables at all design phases for final approval.
Coordinate with stakeholders to respond to construction Requests
for Information (RFIs) and manage project closeout deliverables.
Coordinate, validate, and distribute all design plans, specs, and
project turnover documents. Maintain communication with project
sponsors and stakeholders to ensure alignment with project
objectives and timelines. Organize facility planning, management,
and coordination efforts for the Facilities Department. Identify new
planning standards, Unified Facilities Criteria (UFCs), and
regulations affecting projects. Propose changes to current planning
to incorporate revisions and ensure compliance with existing
criteria. Apply UFCs, technical criteria, and other requirements to
project development and planning documents. Facilitate adherence
to project schedules by coordinating with Camp Smith personnel
and stakeholders. Manage critical initiatives and operations
associated with project requirements. Generate analyses, reports,
and briefings to keep stakeholders informed and enable decision-
making. Maintained issue logs and project comment lists and
coordinated project RFIs throughout all project phases.

Bachelors

Minimum
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Description Minimum Minimum
P Education Experience
Facilities Provide independent support and plan tasks by determining optimal | High School | 5
Operations methods and processes to achieve program objectives. Maintain
Specialist communication with project sponsors and the MCBH Facilities

Department to ensure stakeholders are informed of project status
against the baseline. Assist with organizing facility planning,
management, and coordination efforts. Maintain issue logs and
comment lists throughout all project phases, ensuring timely
resolution and verification of outstanding issues. Coordinate
stakeholder comments and manage RFIs to facilitate prompt
responses and resolutions. Prepare analyses, reports, and briefings
to keep stakeholders informed and maintain project momentum.
Support base facility inspections and reporting. Manage work
orders, special projects, and data using various software
applications. Enable facilities maintenance planning and
assessment, and provide logistics, technical support, and program
management. Oversee all facilities to ensure maintenance, repairs,
alterations, and modifications are completed for buildings,
equipment, systems, and grounds. Plan and execute maintenance
programs, evaluate operational capability, and prioritize projects for
optimal service. Assist with financial planning, including
forecasting funding requirements for operations, maintenance,
utilities, and infrastructure, and justify budget requests. Conduct
scheduled inspections, identify immediate and long-range project
needs, and initiate repair requests. Document deficiencies,
categorize work, determine urgency, and follow up on corrective
actions. Review and recommend collateral equipment requirements.
Manage critical initiatives and all aspects of operations
management related to FSRM project requirements.

Civil Engineer | Focus on infrastructure and utility systems. Emphasis areas Other Tech | 5
- Wastewater | include: Technical advisory and engineering support for WWTP School or
Treatment systems, effluent irrigation, and wastewater collection systems. Certification
Plant Planning, design review, inspection, and monitoring of civil

infrastructure assets

Mechanical Emphasize facility systems and technical project execution, Other Tech | 5
Engineer - including: Management of projects requiring expertise in electrical | School or
Wastewater distribution systems. Background knowledge in Direct Digital Certification
Treatment Control (DDC) systems, hot water systems, and SCADA systems.

Plant Review of electrical and mechanical plans, designs, drawings, and

specifications prepared by licensed professional engineers. Design
development support (Charrette, FACD, RFPs) for MILCON and
FSRM projects. Oversight of construction coordination, project
turnover documentation, and compliance with UFCs and DoD
regulations
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Description

Minimum
Education

Experience

Mechanical
Engineer

Review plans, designs, drawings, and specifications prepared by
licensed professional engineers. Develop and review Charrette.
Functional Analysis Concept Develop (FACD). Request for
Proposal (RFP) development for MILCON and Facilities
Sustainment, Repair, and Modernization (FSRM) projects. Review
all design phases for final signature. Coordinate Construction with
affected MCB Hawaii parties, the Naval Facilities Engineering
Command Hawaii in Charge (NAVFACHI FEAD), and the Base
maintenance shops. Coordinate, validate, and distribute all design
plans, specs, and project turn-over documents to our maintenance
division. Review and recommend Collateral Equipment
Requirements. Manage critical initiatives objectives and all aspects
of operations management associated with FSRM and MILCON
scope project requirements. Identify new or changed planning
standards, Unified Facilities Criteria (UFCs), U.S. laws, Executive
Orders, and Department of Defense (DoD) regulations. propose
changes to current Program and Initiative planning to incorporate
these revisions. Manage repair/MILCON projects. Participate in
conferences and workshops. Provide Conference and meeting
Reports (electronic) in sufficient detail to identify dates, locations,
points of contact, attendees, direction received, areas of concern,
and salient items of interest identified at the meeting. Maintain
communication with the project sponsors and MCBH Facilities
Department on all aspects of assigned projects to ensure
stakeholders are informed of project status against the planned
project baseline. Assist and support organizing facility planning,
management, and other requirements shareholders coordination
efforts for MCBH Facilities Department. Maintain issue log
throughout all project phases. Maintain project comment lists
throughout all project phases. Initiate and coordinate project RFIs
throughout all project phases. Generate and provide other analyses,
reports, and briefings as required to keep key stakeholders
informed, enable decisions, and maintain project momentum.

Other Tech
School or
Certification

Minimum
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Description

Minimum
Education

Experience

Structrual
Engineer

Develop and review Charrette. Functional Analysis Concept
Develop (FACD). Request for Proposal (RFP) development for
MILCON and Facilities Sustainment, Repair, and Modernization
(FSRM) projects. Review all design phases for final signature.
Coordinate Construction with affected parties and the Base
maintenance shops. Coordinate, validate, and distribute all design
plans, specs, and project turn-over documents to our maintenance
division. Review and recommend Collateral Equipment
Requirements. Manage critical initiatives objectives and all aspects
of operations management associated scope project requirements.
Identify new or changed planning standards, Unified Facilities
Criteria (UFCs), U.S. laws, Executive Orders, and Department of
Defense (DoD) regulations. propose changes to current Program
and Initiative planning to incorporate these revisions. Manage
repait/MILCON projects. Participate in conferences and
workshops. Provide Conference and meeting Reports (electronic) in
sufficient detail to identify dates, locations, points of contact,
attendees, direction received, areas of concern, and salient items of
interest identified at the meeting. Maintain communication with the
project sponsors and MCBH Facilities Department on all aspects of
assigned projects to ensure stakeholders are informed of project
status against the planned project baseline. Assist and support
organizing facility planning, management, and other requirements
shareholders coordination efforts for MCBH Facilities Department.
Maintain issue log throughout all project phases. Maintain project
comment lists throughout all project phases. Initiate and coordinate
project RFIs throughout all project phases. Generate and provide
other analyses, reports, and briefings as required to keep key
stakeholders informed, enable decisions, and maintain project
momentum.

Bachelors

Minimum
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